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AlgorithmWatch is a non-governmental, non-profit organization based in Berlin and
Zurich. We fight for a world where algorithms and Artificial Intelligence (Al) do not
weaken justice, human rights, democracy and sustainability, but strengthen them.

We have been involved in consultations on the DSA, including on data access, since its
inception. In addition, we have practical experience of attempting to use DSA Article
40(4) which informs this consultation, as well as longer experience of on-platform
research.

Our response is organised in three parts. The first is a background section on the DSA &
Research in Practice, building on our experiences including a 40.4-style Access Request
under the Elections Guidelines, as well as wider work on DSA Implementation. The
second part is specific proposals on the Draft. The third is an Annex where we have
welcomed input from other researchers about potential data types for inclusion in
Recital 12.
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' Reference: COMMISSION DELEGATED REGULATION (EU) supplementing Regulation (EU) 2022/2065 of the
European Parliament and of the Council by laying down the technical conditions and procedures under
which providers of very large online platforms and of very large online search engines are to share data
pursuant to Article 40 of Regulation (EU) 2022/2065.



The DSA & Research in Practice

We are of the view that external research is absolutely vital to build awareness and
accountability around the risks and harms of digital technologies. These technologies
are too pervasive and influential to go unchecked, and a diverse range of organisations
exist with expertise in particular risks and harms. However, we have seen extremely
negative moves by VLOPs and VLOSEs over recent years to make such external research
harder, including: restricting data access; deploying internal research which cannot be
easily challenged; through legal challenges to researchers (including us); and claims that
this work creates impossible burdens for them (which instead results in burdens on
much less well-resourced organisations).

Under these circumstances, even attempting research required for accountability
becomes high risk and high cost for many organisations. This vastly limits opportunities
to build knowledge and accountability - and can ultimately lead to risks and harms being
less well understood and ineffectively addressed. The DSA is a vital opportunity to
rebalance this situation.

Our Experience with Data Access

On February 17 2024, the day on which Article 40(4) was intended to go into effect, we
submitted a request to the German DSC, the Bundesnetzagentur (BNetzA). We
requested data from Microsoft around election-related queries by the Copilot chatbot.
Despite helpful engagement by the BNetzA, the Irish DSC told us to wait for the
Delegated Act. As our request was about elections taking place in June 2024 (EU
Parliament) and September 2024 (three German state elections), we instead submitted it
directly to Microsoft DE in March under the Guidelines for providers of VLOPs and
VLOSEs on the mitigation of systemic risks for electoral processes.

This led to extensive discussions with Microsoft until October, when we received a
subset of the dataset that we had originally requested (which will inform an upcoming
report). While our individual contacts in Microsoft were engaged and helpful, and we
were ultimately provided with a subset of the requested data, there were also many
barriers and uncertainties around what information we could expect and when. There
were also no options for independent mediation or advice, and if we encountered issues
we had to entirely rely on Microsoft solving them. As a result we were unable to
negotiate when were told something was not possible, even for requests we had
expected would be simple - such as using the very common practice of Boolean
searches for combinations of words, rather than blunt searches for individual words -
which we presume was due to internal dynamics of the wider organisation. It was clearly
an uncertain process for all parties involved; and, from our side, the imbalance of power
was very clear.

The DSA, including through the existence of the DSCs and the Delegated Act, should
provide a better background for such research. In particular, it should provide (i)
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secure and streamlined processes for more straightforward requests and (ii)
opportunities for mediated collaboration and negotiation for more bespoke needs.

To expand on point (ii): our Data Access experience reiterated that research into
systemic risks will, by necessity, combine standardisable elements with more
creative/bespoke elements. Some of our requests to Microsoft were relatively
straightforward, such as quantitative metrics on how often words were used in Copilot
queries. Many of the data types in Recital 12 of the current draft reflect expected
standardisable elements of much research into VLOPs and VLOSEs (though with room
for expansion), in addition to Article 40(12) and transparency reports.

But some of our early discussions were more creative and bespoke for our purpose,
such as how to classify a query was “election-related” beyond simple keyword searches.
We would also have benefited from a process to modify our list of relevant keywords in
light of the data we received. As many digital researchers know, it is very hard to predict
in advance which keywords will bring in too much “noise” or too little “data”, and
continuous testing and iteration is necessary. Such requirements for creativity and/or
collaboration will vary from project to project, and cannot be easily standardised.

We believe the Delegated Act, as it is written, accounts well for these twin
requirements. We outline this further in our second section.

Implementation, Consultation, and “Learning Together” in the DSA Context

Finally, before moving to our specific responses, a broader note: we welcome the
opportunity to feed into the details of this extremely important step in DSA
implementation. This continues a welcome tradition of the DSA being open to input
from external stakeholders, in a manner which has arguably exceeded usual levels. We
hope this will continue and develop further during implementation, and also form a
model for other EU activity.

In doing so, however, we wish to reiterate three general points raised in our previous
work on consultations around the DSA:

1. The DSA, in line with other emerging EU technology regulations, will benefit from
an iterative process of “learning together”. This is good in principle, but it must be
conducted in a way that ensures this is effective and transparent. We are not
convinced this is currently the case, as we discuss in our report on Researching
Systemic Risks under the DSA. We have also proposed a 5 E's Framework for
Stakeholder Engagement which can help ensure effective and legitimate
processes.

2. Relatedly, although there have been numerous events and discussions around
DSA data access, ultimately we only have one chance to feed into the text of this
(important) Delegated Act. There are some quite detailed new ideas, in particular
around the Data Access Portal. These ideas are welcome, but also somewhat of a
surprise for many of us. Having just one chance to feed in on these new ideas is
challenging and can risk “locking in” issues from the text - as we saw, for example,
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when consultations on the Transparency Database could not address the
fundamental issue that the category “lllegal or Harmful Speech” is too broad.
Where possible within the legal framework of the Act, it should be possible to
address issues with implementation should they arise after the Data Access
Portal is rolled out. We welcome the news that there will be further Guidelines,
with further opportunities for consultation, although these would not necessarily
be able to address all the concerns we raised above.

3. In our response to the Guidelines on Election Best Practices for VLOPs and
VLOSEs, we argued there were too many specified and static “best practices”
being proposed. We advocated instead for processes for flexibly locating and
using best practice over time. We believe this Delegated Act, with its role for
external expertise and intermediary bodies to bring judgement on best practices
(rather than static requirements), responds well to this point.

Specific Proposals

Applicants

Proposal: Some or all of the text from DSA Recital 97 should be included in the
Delegated Act:

“This Regulation therefore provides a framework for compelling access to data from
very large online platforms and very large online search engines to vetted researchers
affiliated to a research organisation within the meaning of Article 2 of Directive (EU)
2019/790, which may include, for the purpose of this Regulation, civil society
organisations that are conducting scientific research with the primary goal of
supporting their public interest mission.”

Rationale:

There is still uncertainty and confusion around whether non-academic organisations
can apply. It should be clearly stated that the expectation (and intention) is that they
can apply. Future guidelines should also ensure that this is respected in practice as well
as in text. We have been heartened to see that some CSOs, including AlgorithmWatch,
have been successful in 40(12) applications and we expect this to continue with 40(4).

On vetting requirements: We read the Delegated Act as an assessment based on the
specific details of a project and the data requested, rather than a blanket assessment of
certain types of organisations. In other words - organisations should not face undue
challenges requesting data which, although not public, is also not sensitive in terms of
privacy. More sensitive requests would then require increasingly strong protections. If
this reading is correct, we welcome it.



Systemic Risks

Proposal: Change language in Article 8 as follows:

Art 8(4): ..a description of the research
project, including the research question, the
systemic risks or mitigation measures
studied...

...a description of the research project,
including the research question, and its
relevance to studying systemic risks or
mitigation measures...

Art 8(9)(a): ... an abstract of the research
topic, including the systemic risks studied;

an abstract of the research topic, including
its relevance to studying systemic risks or

mitigation measures...

Rationale:

Based on our own work to understand the opportunities and risks for_Researching
Systemic Risks under the Digital Services Act, we argue that interpretations of
“conducting research that contributes to the detection, identification and understanding
of systemic risks in the Union” (DSA Art. 40) must be kept broad to ensure that a wide
range of research organisations, approaches, and methods can be used to produce
the fullest picture of systemic risks. The bullet points in Article 34 should be treated as
guidance or examples, rather than a definitive list from which a researcher picks a topic.

An important, if longer-term point, here: Even if enforcement action under Article 34
gradually results in more precise precedents of “systemic risk” that platforms are
expected to assess and mitigate, this must not be allowed to similarly narrow the scope
of research conducted under Article 40. For example, even if Article 34 enforcement
comes to rely on quantitative metrics and benchmarks to establish if platforms have
sufficiently complied with risk assessment and mitigation requirements, this should not
mean Article 40 requests must involve similarly quantitative investigations and
benchmarks. Otherwise, the diversity of methods and organisations that could
contribute to detecting and understanding systemic risks will also be narrowed.

Publication in Data Access Portal

It is not currently clear to us who will be writing the overview which appears in the Data
Access Portal. As we read it, it could be interpreted that the DSC writes the final text. If
so, we propose: Add the following (or similar text) to Article 11:

“(3) The Digital Services Coordinator shall provide the data requester with advance
notice of the text of the overview referred to in paragraph 1 before publication. The
requester shall be able to request reasoned modifications to the text, in order to
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safeguard either their interests as independent researchers or risks that publication
might undermine the purposes of the project and/or the DSA.

(i) In choosing whether to accept modifications, the Digital Services Coordinator
should balance the interests of the data requesters against the requirements of
transparency.

(i) The requester can withdraw the application before publication if they do not agree
with the proposed overview text.”

There should also be a method for data requesters to appeal if, after advance notice,
they still have reasoned disagreement with the DSC; this could follow the
dispute/oversight mechanisms discussed below.

Rationale:

The introduction of the Data Portal is a positive and welcome solution to many of the
concerns raised in previous consultations - how to share best practices, avoid
duplication of effort, understand DSC decision-making etc. It will also play a vital role in
ensuring external oversight of the DSCs and of research conducted; the EU COM and
DSCs should consider how to support such research.

However, in some cases, there can be risks associated with publishing particular details,
especially given that anyone can view it. This could include malicious actors, including for
example actors engaged in Information Operations, who could use this information in
ways which undermine the purposes of the projects. In addition, there could be risks
that details on specific projects could be used by actors like VLOP/SEs or other
researchers, in ways the applicants may not wish.

We do not believe that the levels of detail which may lead to the above problems should
(in most cases) be necessary to provide the benefits of transparency. However,
applicants should still have a mechanism to check and ensure this is respected from
their perspective.

Role of DSCs

Proposal 1: Article 13 should allow data requesters, as well as platforms, to raise
disputes. Article 9 should state that DSCs must take the interests of platforms and
requesters into account when proposing “appropriate access modalities” (Article 9).

Proposal 2: Extend the deadline in Article 7(1). While we welcome fast turnaround, 5
days risks insufficient scrutiny of e.g. independence of the applicant. We also read that
this article could be referring to a National DSC rather than a DSC of Establishment
(while 7(2) is explicitly about the DSC of Establishment). This reading would reduce
burdens on the Irish DSC, which is an important consideration; but if so, there should
also be clarity on how deadlines between a National DSC and DSC of Establishment



should function. We do not have a specific proposal for the timeline, but it should be
clearly and transparently informed by expert engagement.

Proposal 3: There should be clarity on how external oversight of DSCs will function.
Rationale:

We support the role of the DSCs in this draft text. We believe their ability to apply
judgement and liaise between various parties is the best option to reach bespoke,
secure, and appropriate solutions, rather than overly standardised requirements.
However, this must come with oversight, including reporting mechanisms and clarity on
how breaches would be addressed. This oversight should not be limited just to disputes
between requesters and providers on particular requests. More broadly, examples of
hypothetical concerns that oversight would be valuable for addressing could include: a
DSC granting access to an organisation that external investigation reveals to be not
sufficiently independent; DSCs granting requests that create clearly disproportionate
risks, e.g. surveillance of a particular group, without sufficient justification or risk
mitigation; or DSCs responding to requests in ways that suggest non-independence on
their part. We believe that some potential oversight options may already exist -
including national law and Parliaments, or the DSC Board - but it is important to ensure
there is clarity rather than fragmented and potential ad-hoc oversight.

We believe that many responses to this consultation will raise the imbalance in Article
13. We similarly believe it is a problematic omission and should be corrected.

Accuracy of Reports by Platforms

Proposal:

The Digital Services Board and ECAT should work with other regulators outside the EU,
e.g. through the Global Online Safety Regulators Network, and also maintain and
support scrutiny of materials published by VLOPs and VLOSEs (including those published
under other regimes than the DSA) to note discrepancies.

A reporting mechanism for flagging inaccuracies and penalties for providing inaccurate
statements should be clearly stated.

Rationale:

It will be important to outline how the accuracy of data (and statements about
availability of data) can be verified. There has already been evidence of inaccuracy
about data provided under 40(12), and the non-public nature of data under 40(4) will be
even harder to verify.



Additional Points

We note, from discussions and sharing of prior drafts, that other organisations will be
raising points that we support.”> We endorse them, and make only the following brief
additions:

e Available data stated in Recital 12: We welcome that this list will be amendable.
We would add that the examples currently focus largely on on-platform metrics.
We have collated examples from other researchers in an Annex below, but we
are particularly keen to raise the need for examples of “organisational data” such
as:

o data about teams involved in developing and/or implementing mitigations
(with appropriate privacy-preserving measures),

o internal methods and tests involved in developing mitigation measures,
and how these were decided upon.

o data about due diligence processes including human rights assessments,
including regularity and ultimate responsibility of senior leadership,
metrics, etc.

This will allow researchers to build effectively on initial insights gleaned from the
transparency reporting, risk assessments, etc. On this point, there should be
consistent means of identification between data received from access requests
and appearances of the same data elsewhere, e.g. content also registered in the
Transparency Database.

e Relatedly, we support the need for clear explanations of data types and
metadata.

e C(Clarity on the role of national DSCs vs. DSC of Establishment. This should also
extend to the role of Data Protection Authorities to ensure the Irish DPA does not
effectively become an arbiter of the majority of 40(4) requests.

e Ability to amend requests once submitted. We refer to our above experience of
having to carefully plan a Data Access request to Microsoft (especially the
keyword list) without initial insight into the sort of data which would help us
refine the request.

e We also welcome that the draft delegated act does not mention any fees or costs
for researchers. This is an additionally important step, on top of those mentioned
previously, to ensure that data access is actually available to a wide array of
researchers in practice.

2 |n particular, we have seen drafts from the following organisations, and in general strongly endorse their
points and proposals: Interface, Gesellschaft fur Freiheitsrechte, DSA Data Access Collaboratory, Mozilla.
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Minor textual points:

e Article 5(4): “The storage of data referred to in paragraph 5(3)"; for consistency
with other citations, change to “paragraph 3"

e Article 10(1), point (d) and Article 11(1), point (a): “the summary of the data access

application referred to in Article 8, point (i)". We believe this should be Article 8
paragraph 9.



Annex: Crowdsourced proposals for additions to
Recital 12 data types

In sharing an initial draft, we also provided the below Annex as an opportunity for others
to contribute proposed data types, particularly for researchers who were not decided as
to whether they would submit their own response. Contributors to the below include
(but may not be limited to): the Knight Georgetown Institute, Amnesty Tech, What To Fix,
Mnemonic, and members of the Coalition for Independent Tech Research.

Given the range of data types that we expect to be proposed in the consultation, it may
be preferable that Recital 12 refers outwards to a separate source which can be updated
over time.

e There should be examples of “organisational data” such as:

o data about teams involved in developing and/or implementing mitigations
(with appropriate privacy-preserving measures),

o internal methods and tests involved in developing mitigation measures,
and how these were decided upon.

e There should be specification of the temporal scope of the data (as it would
trigger important data retention policy conversations at platforms and increase
transparency). As for the geographical scope, it would be useful to mention that
content from outside the EU could still be useful for identifying systemic risks in
the EU.

e Effective research into systemic risks would benefit from more granular insights
into a platform’s product strategy and inventory of product experimentation, in
addition to the required data inventory described in Recital 6. This could include
data detailing product experimentation oversight structures, as well as relevant
team objectives and key results (OKRs) related to products that could impact
systemic risks.

e In addition to the existing reference to “individual-level content exposure and
engagement histories” we would recommend the addition of “individual-level
content exposure and engagement histories including reach of content over
specific time windows, distribution of frequency of exposures for users and the
frequency of underlying causes of exposures.” Several organizations have
developed proposals for a range of metrics and types of content that could
advance important research and analysis.®> The Commission could also include

3 Pasquetto, 1., Swire-Thompson, B., Amazeen, M.A., Benevenuto, F., Brashier, N.M., Bond, R.M., Bozarth, L.C.,
Budak, C., Ecker, U.K.H., Fazio, L.K,, Ferrara, E., Flanagin, AJ., Flammini, A., Freelon, D., Grinberg, N., Hertwig,
R., Jamieson, K.H., Joseph, K., Jones, |J. ...Yang, K.C. (2020). Tackling misinformation: What researchers could
do with social media data. Harvard Kennedy School (HKS) Misinformation Review, 1(8). Available at:
https://par.nsf.gov/servlets/purl/10220319 (accessed November 10, 2024); Integrity Institute. (2022). Social
Media and the Spread of Harmful Content And what data could help mitigate harm within medical
community. Available at
https://staticl.squarespace.com/static/614cbb3258c5c87026497577/t/6389125816e7a1745103a09¢/166992
7516632/Social+Media+and+the+Spread+of+Harmful+Content.pdf (accessed November 10, 2024); Integrity
Institute, (2021) Metrics & Transparency: Data and Datasets to Track Harms, Design, and Process on Social
Media Platforms. Aavailable at
https://staticl.squarespace.com/static/614cbb3258c5¢87026497577/t/617834d31bcf2c5ac4c07494/1635267
795944/Metrics+and+Transparency+-+Summary+%28EXTERNAL%29.pdf (accessed November 10, 2024); The
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reference to data related to time spent per user as well as time of day, which
connects to risks related to displacement of sleep and other behaviors.

e In regard to recommender systems, we recommend the Commission replace
“data used to personalize recommendations” with “data related to
recommendations and recommender system design, including inputs, outputs,
weights, and metrics used to determine which content, accounts, ads, and other
items get up-ranked or down-ranked.”

e With “data related to the testing of new features prior to their deployment,
including the results of A/B tests” the Act could specify the need for the specific
metrics and results of the range of tests platforms use to assess new features
prior to deployment. This could also include data related to hold out experiments
to understand broader impacts of product changes. It might also clarify that
these data should be available for features that were never fully deployed, where
available.

e Platforms regularly conduct internal research to understand user experiences
and outcomes, for example the Meta Bad Experiences and Encounters
Framework (BEEF) Survey, experience surveys, focus groups, and qualitative
interviews. Recital 12 should specifically note that the results of user experience
research should be accessible to researchers.

e Data on the enforcement of platforms’ monetization policies - including
qualitative information on the processes and systems in place (i.e. How are
reviews conducted? Which aspects are automated? Outsourced? How are ongoing
content moderation actions impacting monetization? How are appeals processed?) as
well as quantitative metrics on actions taken (i.e number of individual
content/account/actor demonetized? Funds disbursed prior to restrictions? Funds
withheld?) and appeals (i.e. percentage of decisions appealed? Percentage of
sanctions reversed?).

e Data on the monetization status, and monetization history, of content and
accounts subject to moderation actions (i.e. percentage of removed hate speech
content that was monetized? Percentage of removed hate speech content that came
from a monetized account? An account with a prior history of monetization?)

e Data on the geographic origin of the monetized pages publishing in European
Union languages (i.e. percentage of monetized pages in Slovak language that had no
admins within the country? Percentage that had the majority of their admins in the
Philippines? Indonesia? Mexico?...).

Santa Clara Principles On Transparency and Accountability in Content Moderation. Available at:
https://santaclaraprinciples.org/ (accessed November 10, 2024); Sarah Grevy Gotfredsen, Kaitlyn Dowling.
(2024). Meta Is Getting Rid of CrowdTangle — and Its Replacement Isn't As Transparent or Accessible. Proof
News. Available at:
https://www.proofnews.org/meta-is-getting-rid-of-crowdtangle-and-its-replacement-isnt-as-transparent-or-a
ccessible/ (accessed November 20, 2024).
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